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This user manual covers the
following cameras:

S-Sightv2:
x320IPS 2MP Series (All Lenses)
X 340IPS 4MP Series (All Lenses)
x380IPS 8MP Series (All Lenses)

v4.2.1 User Manual

For H.265 IP Camera
All rights reserved



Notes

Before operating the camera, we strongly advise users to read thislnaad keep it
for later use.

Please use the specified power supply to connect.

Avoid incorrect operation, shock vibration, heavy pressing wbéhcause damage to
the product.

Do not use corrosive detergent to clean the body of the camerxd$sary, please use
a soft dry cloth to wipe dirt; for hard contamination, use neuedergent. Any
cleanser for high-grade furniture is applicable.

Avoid aiming the camera directly towards extremely bright objects, asithe sun, as
this may damage the image sensor.

Please follow the instructions to install the camera. Do not reverse tieagaor the
reversing image will be received.

Do not operate the camera in extreme temperatures or extreme humiditjoosn

Use the power supply supplied authorized by a PROVISION-ISR technician.

Keep away from heat sources such as radiators, heat registers, stove, etc.

The instructions in this manual could be outdated; if you needlarifications you can

contact an authorized PROVISION-ISR technician. PROVISION-ISR reserves the

right to add changes to this manual and publish it online oan website
(www.provision-isr.con there may be inconsistencies with the latest version. This
applies to any and all software upgrades and product improvements, iatéprand
modification added. These changes will be published in thet lag¥sion without
prior notification.

When this product is in use, the relevant contents of Microsoft, ApuleGoogle will
be involved in. The pictures and screenshots in this manual areisedyto explain
the usage of our product. The ownership of trademarks, logos andnitiiectual
properties related to Microsoft, Apple and Google belong to the abowntemed
companies.

All pictures and examples used in the manual are for reference only.



http://www.provision-isr.com/
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1 Introduction

This IPC (short for IP Camera) is designed for high-performance CCTV solutiadspts
the state of the art video processing chips and utilizes most advarueoldges, such as
video encoding and decoding technology, complies with the T@R#Bcol SoC, etc to
ensure that this system will be extremely stable and reliable. The i@ dbould be used

together with Provision-6 59V ,3 PDQDJHU WR HQDEOH WKH TXWHN
camera.

Main Features

ICR auto switch, true day/night

H.265/H.264 Compression

3D DNR, D-WDR

ROI coding

PoE power supply

Remote monitoring support (Via smartphone/CMS/IE)

N N N N N N
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2 |E Remote Access

You may connect IPC via LAN or WAN. In this manual, we will use/1B for example. The
details are as follows:

2.1 LAN

In LAN, there are two ways to acces<tP
1. Access through IP Manager Software.
2. Direct access through IE browser.

2.1.1 Access throughlP-Manager

" Make sure the PC and IPC are connected to the LAN and thi@-Manager is installed

on the PC. You can install the IP manager form the disc provided thvthcamera or
download it by clickinchere
“ Double-click thdP-Manager icon on the desktop to run this software as shown below:

S
Device Namedevice Typt IP Address Software Version Status Status Descrif
ONVIF 192.168.2.154
ONVIF 192.168.2.153
IPC 192.168.2.129 41.3.0(11838)
pC € 1

APC 19.

B70)

IPC 192.168.2.121 4.1.3.0(13035)
ONVIF 192.168.2.116
ONVIF 1921682110
1 IPCamera IPC 192.168.2.106 4.1.3.0(12792) o —

" Modify the IP address. The default IP address of this camer&i$689226.201. Tick all
the cameras you wish to set and thendlidRQ WKH 3% DWFK 6HW 1(7° WDE

© Automatically gets IP ad:

% Uses the following IP adc

IP addr range: Start | Subnet Mask | . . . |

End |

Getway | - - - |

user: | admin | pwo: | |


https://www.dropbox.com/s/b101zy5phdzzpga/Latest%20IP%20Tool.rar?dl=1
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) \RX ZLVK WR XVH '+&3 ,3 $GGUHVV DXWRRMDWDPO OV VYH
DGGUHVV" VHW WKH SDVVZRUWaitDdp & fewQrioméhtsRu@til X8 DRV F |
manager will configure the cameras. Aftenfiguration, the IP addresses of the cameras will
refresh automatically.

Please note:
1) In order for the DHCP mode to work, you must have a DHCP serviérednAN.
2) Using DHCP for permanent installations is not advisable as the IP Address migh
change after a while and cause the camera to be unreachable.

, \RX ZLVK WR VHW VWDWLF ,3 DGGUHVVWHHWVHW  RVHWS8VY
of IP addresses yowish to assign (First and last address), set the gateway and subnet mas
and click on batch set. Wait for a few moments until the IP manadleconfigure the
cameras. After configuration, the IP addresses of the cameras will refrestaiecadyn

Please note:
1) The IP range must fit the number of chosen cameras.
2) The selected IP addresses in the specified range must be available.

For example, if the IP address of your computer is 192.168.14 thieelP address of the
cameras should be changed to 192.168(% .stands for any number between 1 and 255).

) [ The default password of the administratofi23456'". ]

» Double clickon the IP address of the system will pop up IE browser and conném to

IPC. IE browser will auto download the Active X control. Yousninstall it in order for the
camera to work. After successful installation, a login window will appeahown below.

ROWSION]Ife

Name: ‘admin

Password:

Stream Type: | 2560x1440 25fps
Language English

Remember me

IPC

Input the username and password to log in.

) [ The default username Bdmin”; the default password 423456 ]




Page 4 IP CAMERA USER MANUAL

2.1.2 Direct Access throughlE
The default network settings are as shown below:

IP address192.168.226.201

Subnet Mask255.255.255.0

Gateway:192.168.2261

HTTP:80

Data port:9008

You may use the above default settings when you log inatmer for the first time.

You can use the IP manager to access the camera evencértieza is still using the
default IP address. Double cliok the IP address within the IP manager for the systgoop
up IE browser and connect to tHed IE browser will auto download the Active X control
You must install it in order for the camera to work. After successkihliation, a login
window will appear.

You can then set the IP address from the camera configuratian men

“ If you wish to access the camera using its default IP address ychavwéllto manually set

the IP address of the RE@be in the same IP segment as the default settings of the IP camera
Open the network and sharilfgHQWHU &OLFN 3/RFDO $UHD &&h@ HFW
window.

0 Local Area Connection Status @
General
Connection
IPv4 Connectivity: Internet
IPv6 Connectivity: No Internet access
Media State: Enabled
Duration: 00:01:27
Speed: 100.0 Mbps
Details...
Activity
Sent kQ - Received
e
=
Bytes: 27,480 | 778,065
‘ 1%/ Properties J [ ¥ Disable 1 [ Diagnose ]
Close

6 HO Popértts DQG WKHQ VHOHFW LQWHUQHW S URMWRSERO
probably you areusing IPv. 1H[W FOLieN B3RS s network of the PC as
shown below.
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Internet Protocol Version 4 (TCRAIPv4) Properties [2 s3]

General |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings

) Obtain an IP address automatically
@) Use the following IP address:

1P address: 192 . 168 . 226, 4
Subnet mask: 255.255.255 . 0
Default gateway: 192,168 . 228 . 1

Obtzin DNS server address automatially
@) Use the following DNS server addresses:
Preferred DNS server: 192 .168 . 226 . 1

Alternate DNS server:

[T validate settings upan exit " advancedi|
=

“ Open the IE browser and input the default address of IPC and comfiemE browser

will download Active X control automatically.
" After downloading and installing the Active X control, the logialay box will appear.

 Input the default username and password B@LFN 3/RJLQ"

2.2 WAN

Allows you to access the camera using a router or virtual server.
" Make sure the camera is well connected and configured via LAY.in.the camera via

LAN and go to the ConfigB\Network Config/BPort menu to set up the port number.
“ Go to Config ANetwork Config/ETCP/IP menu to modify the IP address.

" $IWHU PRGLI\LQJ WKH ,3 $GGUHVV FOUWNDRBRWJBEGUW
needs.

Network » TCP/IP

Change Natification Config

® Use the following

1P Address 102160226201 | [

lask 255.255.255.0 HTTP Port

192.168.226.1 HTTPS Port

Preferred DNS Server |192.168.226.1 Data Port 9008

RTSP Port 554

Alternate DNS Server |8.8.8.8

Port Setup IRBp
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e Gototherc WHUTV PDQDJIJHPHQW LQWHUIDFH WKURXDK G E

port of the camergo WKH 39LUW XIb @he fldtury eXdmple below you will see an
H[DPSOH RI WKH VHWWLQJ DV LI WKH ,3%&R,B3W\G G (PBOZ/HILE

& 80)

Port Range

Enabl

Application Start End Protocol IP Address

[so08 | |Both =] 1921888 1 1
[f1 | [Botn[z]
[10001] [Batn 7]
[21001] |Bath[7] 1e21888.[156]

192 168.6.|

192168.6. B

1921655, 1686]

i921886.[207] [

Router Setup

* Open the IE browser and input your WAN IP and HTTP port tesscthe camera.

3 Live Preview
3.1 The Live Preview Interface

PROVIIONIfR)
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Icons and operation buttons:

Description Icon Description

Actual Size Digital Zoomiin

Fit to screen + =
True Proportions

Fit to screen - . Motion  Detection
Stretch / indicator
)

Digital Zoom-Out

] E B e
[C

‘ 2 SD Card recording

) Full screen spl indicator 3

. °] Enable/Disable Main :tream[ Use mainstream fo
/= live view live-view

Use sub-stream fo

Balanced ~

€ Listen [ Sub stream[
' live-view
P Use third stream fo
Take Snapshot Third stream - )
pshot | | KRR | s i
Enable/Disable - Choose the

Local Recording buffering plan

*If applicable
3.2 MVF (Motorized Vari-Focal) Controls*

Clicking on the MVF lens controls will unfold the MVF control panel.ngsthis interface,
you can control the zoom and focus of the MVF lens.

The descriptions of the control panel are as follows:

Icon Description Icon Description
“ Zoom Out u Focus In
Zoom In One Key Focus
n Focus Out

*Relevant for MVF Models Only
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4 |PC Configuration

In this chapter, we will go through all the possible configurations ofRe

4.1 System Configuration
7 K EBy3tem Configuratioh L Q F @GoMrGubMenus: Basic Information, Date & Time, Local
Config and Storage.

4.1.1 Basic Information

, Q WB&ditc fformatior interface you can view all the necessary information related to the
IPC, as seen below:

Basic Information

fig Home

System

Device Name

Product Model

Brand

Software Version

Software Build Date

Kernel Version

Hardware Version

Onvif Version

OCX Version

MAC

Device ID

14-3401PS-MVF
14-3401PS-MVF
Provision ISR
4.2.1.0(26188)
2020-01-02

010D0509

19.06
2.05.6
00:18:ae:00:83:82

0021E8M

The following table will explain the available detail field.
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Parameter ‘ Meaning
Device name Name of the devicetcan be modified from
the OSD settings
Product Model The model of the device
Brand The brand of the camera
Software version The current software version
Software build date The software build-date
Kernel version The kernel version of the device
Hardware version The hardware version of the device
ONVIF Version The current ONVIF version
OCX Version The current OCX version
Mac Address The MAC address of device

4.1.2 Date & Time Configuration

Setting steps:
1. Go to ConfigdDate & Time menu as shown below.

Config Home Date and Tirme

.I-:qnuar',! First Sunday 0o Hour
Fract Tirme Jarvary B First suncay B 00 Hour

30 Minutes

2. Set the time zone.

3. Enable DST mode if required. DST settings are already configurermerto your time
JRQH ,1 \RX ZLVK WR VHW WKH '67 PDQXDNMEBW\ LWZDWFRKUW
4. To set the date and timeFOLFN RQ WKH 3'DWbu D&y Gynclrénizé thé D E
camera time with an NTP server (Internet connection required), synchtbaizamera time

with the time of the computer you are using or set the time manually

Date and Time
Time Mode:

ronize with N1P

ewith computer time

Date 2017-10-23  Time 11:12:31

@ Set manually

Date 2017-10-23 B8 Time
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4.1.3 Local Config

1. Got to Bystem Configuratioh ££3.ocal config” DV VKRZQ EHORZ

Config Home

‘icture Path

Path

Local Config

From here you can set the path on your computer where logalhsria and videos will

be saved.

You can also choose if the camera will show the current bit-rate diveldew image

(Local interface only).

4.1.4 Storage

The SD card feature allows you to insertSincard into the camera and enable the camera to
operate with a local storage. The SD card will be used for both sissh video files. You
can allocate a certain percentage for each from the settings menu.

1. Go to System Configuratioh £Storage DV VKRZQ EHORZ

Config Home » System » Storage

Management Record Snapshot

Capacity 7541 MB
Used Capacity 7237 MB

Remaining Capacity 304 MB

State Norrnal
Snapshot Quota 10
Video Quota 90

Eject Format

If it is the first time you are using the SD card with the camera or if tteeistahowing
any valueGLITHUHQW W, K/BuEhddlR tlickba ) R U P ixtdre the SD card
will be available for recording.

Click Eject card to stop writing data to SD card and allow you to remove it safely.
Inserting arSD card to the camera must be done while the camera is powered off.

) Note: Using of SD card function should be coordinated with motion os@e

alarms.
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The following table will explain the available detail field.

Parameter Meaning

Capacity The total capacity of the SD card

Used capacity The capacity currently being used

Remaining Capacity| The available capacity

State The state of the SD card.
Snapshot Quota The percentage of the SD card dedicated for Snapshd
Video Quota The percentage of the SD card dedicatedideos

Thenext WDE LV 35HFRUG” &OLFN RQ LW WR VHW WKHGEXGHR UHFRUG

Record Parameters

Manust Input

The video parameters are as follows:

Parameter Meaning

Record stream Which video stream will be used for record
Cycle recording Weather to recycle record or stop when the SD car|
full

Below are the schedule settings. Enable the schedule if required and set thiageiroe for
each of the weekdays. You can also set a holiday schedule arebaitdd dates to it.
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7KH QH[W WDE dlidk of @ 1Q 42t dhdpstiét parameters and schedule.

Config Home

System » Storage

Management Record Snapshot

Snapshot Parameters

Image Format JPEG

Resolution

Image Quality

Event Trigger

Snapshot Interval |1

Snapshot Quantity |5

Schedule

M Enable scheduled Snapshot

Snapshot Interval |5

The snapshot parameters are as follows:

Parameter Meaning

Image Format

The image format is JPEG

Resolution

Set the snapshot resolution

Image quality

The quality of the image reflects on its size.

Snapshot Interval

The duration between two snapshots

Snapshot Quantity

Scheduled snapshot

The total number of snapshots to be taken after a trig)cl

Taking a snapshot according to a specified schedule

Below are the schedule settings. Enable the schedule if required and set thegeicoedfor
each of the weekdays. You can also set a holiday schedule arehaddd dates to it.

4.2 Video Configuration

Camera Configuration includes five submenus: Display Configuration,oV&leam, OSD
Config, Video Mask and ROI Config.
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4.2.1 Camera Configuration
Setting steps:

Config Home » Image » Display Settings

Camera Parameters  Schedule

Config File Common

Contrast

Hue

Saturation

WDR

Sharp o]
Noise Reduction o]

Defog O

(%]

BLC Off
Antiflicker Off
White Balance Auto

Frequency S50HZ

<H<H<B <<

Night Mode Auto
Mid
o
Auto

Auto

Image Mirror

Image Flip

Default Cancel

1. Go to ¥ideo Configuration /A Display” interface as shown below.

The display parameters are as follows:

Parameter Meaning
Config file* You can set an individual configuration for Dagda
night. Common is used for both
Brightness Set the image brightness
Contrast Set the image contrast
Hue Set the image hue
Saturation Set the image saturation
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WDR Digital Wide dynamic range digitally brightens tl
dark areas and darkens the bright areas in ordg
provide a clear image without burnt pixels.

Sharpness Enable/Disable the sharpness and set its level

Noise reduction

Enable/Disable th8D-DNR and set its level

Defog Enable/Disable the defog and set its level
BLC Set HLC/BLC/True-WDR to deal with advanced lig
conditions.
Level The Level of the HWDR/BLC/HLC

Anti-Flickering

Manually set the shutter to synchronize with 50/60
environments.

White Balance

Set the white balance of the camera

Frequency Set the frequency to 50/60Hz

Day/Night Mode* Set the day/night mode (Auto/Day/Night/Schedule)
Sensitivity The light sensor sensitivity

Delay Time The delay time before switching day/night modes

Infra-Red Mode

Set the IR status

Exposure Mode

Set the exposure to auto or set it manually

Image Mirror

Mirror the image horizontally

Image Flip

Flip the image vertically

*If you set the day/night mode to schedule or you wish to differentiatween the daytime
and night-time image settings, you will need to set the schedule axglgrdi

&OLFN RQ WKH 36FKHG X Outt"as\

Camera Parameters ~ Schedule

UEViShQG VHW WKH VFEFKHG

Schedule Timing

Time Range '
0:00 400 12:00 20:00

[0 pay M Night

4.2.2 Video/Audio

Go to ¥ideo configuratiori £ ¥ideo/Audio”to see an interface as shown below.
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Three video streams are available (Some models only support 28tr¥am can set each
one of them differentyZ LWK WKH OLPLWDWLRQV RI WKH FDPHUDT"
Resolutiont The higher the resolution is, the bigger the image is.

Frame rate: The higher the frame rate is, the more fluent the video is. Howeverstooage
room will be taken up.

Bitrate type: CBR and VBR are available. CBR (Constant Bit-Rate) means that no matter
how what the video resources are, the compression bitrate will be dastanfigured. This
will not only facilitate the image quality better in a constant bitbatealso help to calculate
the capacity of the recording. VBR (Variable Bit-Rate) means that thpression bitrate can
be automatically adjustl according to the change of the video resources with thegcwaél
bit-rate as the maximum value. This will help to optimize the storage riebaadwidth.

Video Quality: When VBR is selected, you need to choose image quality. Therhilgé
image quality you choose, the more bitrate will be required.

Bitrate: Please set it according to your needs while taking in consideratidratiuwidth and
storage limits.

| Frame interval: It is recommended to use the default value. If the valwmikigh, the read
speed picture group will be slow resulting in video quality loss.

Video Compression Choose between H.265 and H.264. The IPC also support MJPEG on
sub-stream resolutions but you need to make sure that the dpplmannected to the camera
also supports it.

Profile: Baselinemain profile and high profile are optional. Baseline profile isnhgaused

in interactive applications with low complexity and del@ige main or high profile is mainly
used for higher coding requirements.

Send SnapshatPlease select it according to the actual situation.

Video encode slice splitlf enabled, you may get a more fluent image even wheg asi
low-peformance PC.

Watermark: You can set a watermark that will appear on the image.

,Q WKH QH[W WDE ZH KDYH 2$XG ORIy cdrhieves\supparingDavdiv ik R Z
will display this option:

Config Home » Image » Video/Audio

Video Audio

Audio Type  |LIN

Set the encoding profile as desired and the type of audio input. If LIN (Line) is selected, it means that
WKH DXGLR LQSXW LV DOUHDG\ DPSOLILHG DQGOWKH LRSXSKRRE XE
VHOHFWHG LW PHDQV WKDW WKH DXGLR VLIQIZQOAQ® BHR W HWP S\(R BIKH
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4.2.3 OSD Configuration

Goto ¥ideo &RQIKEF26'" P HtQ dsplay the interface as shown below.

You may set the device name, time stamp and custom OSDs here. &tageltstamp and
custom OSD over the image on the left side to set their position.prhss thelSave” button
to save the settings.

Config Home « |mage

W OSD Contentl B fidd One Line
L fite W Add One Line
| Ine

Add One Line

4.2.4 Video Mask
You can set 4 mask areas at most.

Config Home » Image » Video Mask

Enable H Draw Area Clear
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To set up video mask

1. Enable video mask.
&OLFN 3'UDZ" EXWWRQ DQG WKHQHK®RUMDVWKIHUPIRXVH W]
&OLFN 36DYH"™ EXWiiNgR.Q WR VDYH WKH VH

4. Return to the live to see the following picture.

To clear the video mask:
*R WR YLGHR PDVN PHQX DQG WKHWEKBA LFPANUHIHD YL E M VT

4.2.5 ROI Configuration

ROl is used to allocate higher bit-rate on a certain area of the imagehbaamas
To set up ROI
1. Go to Config/ElROI menu.

Config Home + Image + RO

Enable'®  Stop Draw Clear || evel~O-

&KHFN 3(QDEOH” DQG WKHQ FOLFN 3'UDZ" EXWWRQ
3. Drag the mouse to set the ROI area.
4. Set the level.

&OLFN 36DYH” EXWWRQ WR VDYH WKH VHWWLQJV
Now, you will see that the selected ROI area is clearer than other areas, espediaily
bit-rate settings.

4.2.6 Zoom/Focus* (Only Applicable Models)

The zoom/focus interface is used for setting the lens of the camera (IfVd¥éls only).
<RX FDQ DOVR HQDEOH 3'D\ 1hichknill réfdcusNteenelehRtime the Z
camera switched from day to night aride-versa.
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Day and night switching Focus B
Zoom - 7oom +

Focus - Fucus »

32QH .H\ )RFXV™ ZLOO DXWRPDWLE®GI&KO\ IRFXV WKH OHQV LQ RQ

Zoom +/- will manually control the zoom ratio.
Focus +/- will manually set the focus of the lens.

4.3 Alarm Configuration

Alarm configuration includes four submenus: Motion Detection, GeRanat, Alarm in and
Alarm Out.

4.3.1 Motion Detection
Goto3$ODUP FRQIEMdiid\Ddtdri@r to see an interface as below.

Alarm Config  Area and y  Schedule
Enable

Alarm Holding Time |20 Seconds u
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7KH ILUVW WDE LV WKH 3$0DUP &RQILJ" (QDE Gdéidiiggu Gl
time. The holding time means that the alarm signal will stay activenaratiditional alarms

will be generated during that time.

&KRRVH WKH FDPHUDYVY UHVSRQVH WR WKH DODUP

Alarm Triggers:

Trigger Snap takes a snapshot (SD card must be available)

Trigger SD  Recording* Initiates video recording over the SD card (§

(Supported Models Only) card must be available)

Trigger Email sends an email as configured in the Enj
section.

Trigger FTP send a snapshot as configured in the FTP sec|

1H[W LV WKH 3$UHD D Qi6vegltEersiityYdcktllbartd &t up the motion
sensitivity and click on'draw” to enable the marking on the image. Once finished, click o
3S6WRS 'UDZ”

B

4. Click Save' to save the settings.
/IDVW LV WKH 36 FKHGXOH” WDE
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Set the active alarm time for each of the weekdays. You can alsdskday schedule and
add required dates to it.

4.4 Basic Analytics

This version offers special video analytics that was designed to detetlsgcenarios and
events. Video analytics detection is based on VMD (Video Motion Detectidrf).offers a
variety of Analytics: Object Monitoring, Line Crossing, Sterile Area, Camera Tamgpe
Crowd Density, People Intrusion and People counting.

Note that some features might not be available in specific models. Finmaiion please
UHIHU WR WKH FDPHUDYV WHFKQLFDO VSHFV

4.4.1 Camera Tampering

Camera tapering uses special analytics algorithm to detect if the camera warethmith

This includes: Camera shiftingdetects if the camera was shifted from its original location.
Lens Tamperingtdetects if the lens was tampering resulting with a blurry image. Masking
detection tdetects if the camera view was covered or blocked by any means.

*R WRVALF $Q BEOCGaterB Vampering WR JHW WR WKH LQWHUIDF

Config Home » Basic Analytics + Camera Tampering
Detection Config  Sensitivity

M Camera detection

M Lens Tampering Detection

Alarm Holding Time |20 Seconds n

M Trigger SD Recording
M Trigger Email

M Trigger FTP

2. Enable the required detection analytics out of Camera Shifting/LensefiagipMasking
detection.
3. Set the Alarm response as falk
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Alarm Triggers:

Trigger Snap takes a snapshot (SD card must be available)

Trigger SD  Recording* Initiates video recording over the SD card (§

(Supported Models Only) card must be available)

Trigger Email sends an email as configured in the En
section.

Trigger FTP send a snapshot as configured in the FTP sec]

&OLFN 36DYH” WR FRQILUP
5. Go to the sensitivity tab:

Config Home » Basic Analytics » Camera Tampering

Detection Configuration ~ Sensitivity

Sensitivity o

6. Set the sensitivity (&lowest, 100+Highest)
&OLFN 36DYH” WR FRQILUP

4.4.2 Line Crossing

Line Crossing Analytics will detect if an object crossed a defined Tihe.crossing direction
can be adjusted.

*R WRVALF $Q BEOLWE Cro¥sing WR JHW WR WKH LQWHUIDFH L

Config Home » Basic Analytics » Line Crossing

Detection Config  Area  Schedule

Enable Alarm

Alarm Holding Time 20 Secc:ndsu

Trigger Snap

SD Recording

2. Enable Alarm if required.
4. Set the Alarm response as follosQ G FOLFN 36DYH”™ WR FRQILUP
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Alarm Triggers:

Trigger Snap takes a snapshot (SD card must be available)

Trigger SD  Recording* Initiates video recording over the SD card (

(Supported Models Only) card must be available)

Trigger Email sends an email as configured in the En
section.

Trigger FTP send a snapshot as configured in the FTP sec]

5. Now you will have R VHW WKH GHWHFWLRQ DUH OLQHVKH&O
interface shown below.

Config Home » Basic Analytics » Line Crossing
Detection Config Area  Schedule
Cordon 1

Direction A<-B

Stop Draw Clear

&OLFN RQ 3'UDZ $UHD’
7. Draw the line. The length of the line should be as long ssilge to increase the detection
efficiency.
8. Set the crossing dilfWLRQ 7KH 3% DQG 3% VLGHV ZLOO UHIOF
available options are. AB +Crossing from A side to B side, #A - Crossing from B side to
A side, A<->B £Crossing from any side to any side.

&OLFN 36DYH” WR FRQILUP WKH VHWWLQJV
10. You can set up to 4 lines. If you wish to set additional lifemge the cordon number
and repeat stages%-
11. Next, you will need to set the schedule. CIRKQ WKH 36 FKHGXOH" WDE W
interface:
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Marvasl Input

12. Set the active alarm time for each of the weekdays. Yoalsarset a holiday schedule
and add required dates to it. The holiday schedule overtakes thal sotradule.

4.4.3 Sterile Area

Sterile Area Analytics will detect if any object entered the defined area.
*R WBaRicAnalytics &£ Sterile Ared WR JHW WR WKH LQWHUIDFH D\

Config Home » Basic Analytics » Line Crossing

Detection Config Area  Schedule
Enable Alarm
Alarm Holding Time 20 Secc:nds.u

T nap

r SD Recording

2. Enable Alarm if required.
3. Set the Alarm response as follodsQ G FOLFN 36DYH"™ WR FRQILUP
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Alarm Triggers:

Trigger Snap takes a snapshot (SD card must be available)

Trigger SD  Recording* Initiates video recording over the SD card (

(Supported Models Only) card must be available)

Trigger Email sends an email as configured in the En
section.

Trigger FTP send a snapshot as configured in the FTP sec]

5. Now you will have to set the detection aréaOLFN RQ WKH 3$UHD” WDE W
shown below.

Config Home » Basic Analytics » Sterile Area

Detection Config Area Schedule

Alarm Area

&OLFN RQ 3'UDZ $UHD’
7. Draw the area. Drawing the area is done by clicking on tieiof the area you wish to
monitor. The maximum points for the polygon are 6. Once you mattke 6" corner, the
camera will automatically connect it with th& goint and close the area.
8 &OLFN 36DYH" WR FRQILUP WKH VHWWLQJV
9. You can set up to 4 areas. If you wish to set additional,arleasge the alarm area number
and repeat stages 6-8.
10. Next, \RX ZLOO QHHG WR VHW WKH VFKHGXOHW&EGLRNDR
interface:
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11. Set the active alarm time for each of the weekdays. Youlsaset a holiday schedule
and add required dates to it. The holiday schedule overtakes thal sotradule.

4.4.4 Analytics and Live Display.

2QFH HQDEOHG WKH $QDO\WLFV ZLOJODF$SHWUZRQ@ONER
any other device connected to the camera such as NVR or CMS.
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4.5 Network Configuration

Network configuration includes eight submenus: Port, IP Addf&sser Configuration, IP
Notify, DDNS Config, RTSPUPnP, Mail Setting, and FTP.

4.5.1 TCP/IP

Go to Network” £ 3TCP IP” tab to see the interface shown below. The first and default tab is
IPv4 Protocol. There are two options for IP setup: obtain an diPessl automaticallypy
DHCPor a defined IP address. You may choose one of the otsreguired.

Config Home » MNetwork » TCPF/IP
IP Change Notification Config

automatically

® Use the followin

IP Address 192168226201 [

Subnet Mask 255.255.255.0
Gateway 192.168.226.1
Preferred DNS Server [192.168.226.1

Alternate DNS Server 8.8.8.8

Automatic IP_Assignment: 8VH 32EWDLQ DQ ,3 DGGUHVV DXWRPD
communicate with an available DHCP server that will assign the camera wikh address
automatically.

Please note:
1) In order for the DHCP mode to work, you must have a DHCP serviyednAN.
2) Using DHCP for permanent installations is not advisable as the IP Address migh
change after a while and cause the camera to be unreachable.

Manual IP Assignment: ,1 \RX ZLVK WR VHW VWDWLF ,3 DGGUHVV
AddrHVV™ V H¥é IR lAddid3ses yaush to assign (First and last address), set the
gateway and subnet mask and click on batch set. Wait for a éements until the IP manager
will configure the cameras. After configuration, the IP addresses afatineras will refresh
automatically.

Please note:
1) The selected IP address must be available.
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The next tab is IPv6:

If you need to use IPv6, configure it in the same method as debtoibi®v4.

The next tab is PPPOE:

Config Home » Network » TCF/IP

IPvd  IPv6  PPPoE Config IP Change Notification Config
M Enable
User Name

Password

For PPPoOE, the user is required to malgualput the username and password for dial-up
internet. After saving the username/password information set up IP saddienge
notification Last, connect with Modem and the device will diglinternet automatically.

Press thelSave’ button to save the settings.

7KH QH[W WDE LV 3,3 &KDQJH 1RWLILFDWLR® \&XQQHHG, |
notified that the IP Address assigned to the camera was chamgdde it and set Email or
FTP for the notification process.
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4.5.2 Port

1. Go to Network "&£ Port” to see the interface as shown below.

2. Input port number for IE access in tA4TTP Port textbox.
3. Input the port number for audio & video transmission inIbata Port textbox.
4. Set the RTSP port for video/audio transmission over RTSP

4.5.3 Server Configuration
Goto31HWZREBBHUYHU’

7KLV VHFWLRQ UHIHUV WR 3$XWR 5HSRUW 6HUYHU  (QD
Auto report server will make the camera to report back to the de§ierver using the port
2009.

Set the port (default port is 2009. It is advisable not to changeeit.}h® server address
(usually it is the CMS address which needs to be a static address).uSigue device ID.
Each of the devices using auto server report should have its own ID.

The Camera will report back to the defined server its current IP usih@Q09.
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4.5.4 DDNS Configuration
1. Enter into "Network ZEDDNS" tab as below:

The default choice is Mint-Server which is Provisio-5 1V Ddribih name
Registration g http://www.provision-isr-dns.corh

Note: DDNS is used to register for a hostname with DDNS username and
password.

Provision ISR now allows you to use our mint DDNS server in order to create a
virtual address for your security device on the internet. Each accdimitésl to

35 different addresses using your preferred domain name addresd ofstesing

IP addresses. Follow the steps below to register yGuHd Y L ialrh§ \and to
configure your DVR to use Provision ISR's Mint DDNS server.

(@) To register a domain with Provision-ISR DDNS server follow these steps:

1) Visit our website:
http://provision-isr-dns.com
and register for a domain name
by clicking "Registration”

2) Fillin the registration form, then click
"Submit"
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3) Fill in the hosthame you want to apply for and préssduest Domairt (for
example'home")

4) If there is no
problem with the
GRPDLQ UHJLVWUDWLRQ \RX ZL @0r diddih WakH IROOR
successfully created.

If you do not see this message, the domain name you requestiedady in use and
you will be requested to provide an alternate domain name (pletsethedomain
nameis sometimes calledostnamg

You can create up to 39
domain records under g
single account

5) The domain name is
added at the beginning o
your DVR's address, for example, the dom&iortié will appear at
home.provision-isr-dns.com.

Press the "Save" button to save the settings.
4.5.5 SNMP

Simple Network Management Protocol (SNMP) is a popular protocol nietwork
management. It is used for collecting information from and corifigu network devices,
such as servers, printers, hubs, switches, and routers on an Internet Projauatin&Pk. In
order to Enable and work with SNMP, you need that the switcAnother server on the
network will support this protocol as well. Though our IPC fully supports SNMPnot
explain how to configure it in this manual.

4.5.6 802.1X

The 802.1X standard is designed to enhance the security of wiretbéscal area networks
(WLANSs) that follow the IEEE 802.11 standard. 802.1X provides arheatitation
framework for wireless LANSs, allowing a user to be authenticated by a certtrafiu



Page 31 IP CAMERA USER MANUAL

4.5.7 RTSP

RTSP is used to stream video/audio using the shared protocol. v4.2 ispdsatiag RTSP
using Multicast protocol.

Goto31HWZHREUYN763" LQWHUIDdelawDV VKRZQ

1. Enable the RTSP if required.

2. RTSP Port: Access Port of the streaming media. The defauis pé#t.

3. RTSP Address: each of the streams have a unique RTSP abigresthe desired address
into your RTSP player.

Notice that the camera also support multicast addresses that can be udetbasupporting
players.

4. Enabling2$O0ORZ DQRQ\PRXV ORJLQ™ ZLOO DXWKRUHGHIB UG
username/password.

5.Click36DYH” WR FRQILUP DQG VDYH VHWWLQJV

4.5.8 UPnP

GOto31HWZREBHNE3 " LQWHUIDFEOBR.Y VKRZQ
6HOHFW 3(M@BDDMHG 8B KHQ LQSXW IULHQGO\ QDPH
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Then double-clickk 1IHWZRUN" LFRQ RQ WKH GHhivod WitR ieRamé&/ &hH 3 &
IP address of the camera. You may quickly access the devitsubye-clicking this icon.

4.5.9 Email Setting
Goto31HW Z REPKP D lintefface.

The input fields are as follows:

Field Meaning
Sender Address SH Q G Hrulf ¥ddiess
User Name The username of the Email account
Password The password for the Email account
Server Address The SMTP/Outgoing Email server address
Secure Connection Choose between Unnecessary/SSL/TLS
SMTP Port The SMTP port. The default port will be usg

according to the secure connection choice but
be edited manually if required.
Send Intervals The minimum time duration between 2 Email th

will be sent by the system,

Recipient Address The email addresses that Emails generated by

system will be sent to.
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After all parameters are properly set up, yelD Q F O L Rd\cohTiimh\ihat the system can
connect to the email server with the provided detailsn#maill VHQW VXFFHVVIXO |
SuccessK O~ W QilBpop up, if not, you should try other email addresses or caedk

correct the settings.

,Q RUGHU WR LQSXW QHZ PDLO UHFLSEOGOMN RQS¥WGWKH
address will be added to the recipient list box.

Notice: If you change the static IP into PPPoOE and select mailbox, thiébewin e-mail sent
to your mailbox for notifying a new IP address.

45.10FTP
Go to Network” £ FTP” interface as shown below.

7R DGG D QHZ )73 VHUY H UnpuOthe-RI PRsErA 1S ovEr WD, Gddress,
port number, username, password, and upload path, click @hfom the setting.

&OLFN RQ 20RGLI\" WR HGLW WKH LQIRUPDWLRQ RI WKH
&OLFN RQ *'HOHWH" WR GHOHWH WKH )73 VHUYHU
&OLFN RQ *7HVW  WR FERWQildbilitp oithé ATR/ $éMew L QJ D Q
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4.5.1 HTTPS

HTTPS (Secured HTTP) is used to establish a secured and encryptedtimonhetween the
camera and the client (IE in our case). This will prevent fromor@yn the network to be
able to get information packets and other information by sniffiagiétwork.

The HTTPS must have an SSL certificate in order to work properly. Armtithcertificate
must be created by an authorized SSL certificate provider. This will coit§ireecurity and
validity. (The internet browser will authenticate the certificate when aimgeto the
camera).

This is a brief explanation about the SSL certificate and HTTPS connection.
*R WR 31HVEZRAYIS6 ™ L Q AsHshoviFoElow. Enable the HTTPS if required.
(Enabling HTTPS completely disables HTTP connection).

,] \RX DOUHDG\ KDYH DQ 66/ FHUWLILRARDGNHHIUQVKD.@06G WHF
&OLFN RQ 3% URZVH" DQG FKRRVH \RXU FHUMHILSADRNFHH G¢
complete and clickon6 DY H”

2. IfyouwiVK WR XVH EDVLF +7736 FRQQHFWLRQ FOLMANHR(

interface will update to: .
&OLFN RQ 3&UHDWH" 7KH LQWHUIDFH EHORZ ZLOO DSSH
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Input the details (The country field is set by 2 captial letters. For examplerdet the user
VKRXOG LQSXW 3,/ 7KH ILHOGY PDUNHG ZMWWRQDWH P}
&OLFN RQ 32.” 2QFH WKH SURFHGXUH LV HHOQDLX VARG D W
installed as follows.

Please note: Using this method will display an error message by theebrewesytime you
connect to the camera, as the camera is not recognized as a ceSifiedricate issuer.

3. If you wish to create an SSL certiitWH ZLWK DQ LVVXHU RI \RXU F¥

certificaWH UHT X H \iate will Kipdlate @W H
&OLFN RQ 3&UHDWH" 7KH LQWHUIDFH EHORZ ZLOO DSSH

Input the details (The country field is set by 2 captial letters. For exampkrdel the user
VKRXOG LQSXW 3,/ 7KH ILHOGYV. RiDHh¢ kebt @redptidiial. DUH P
&OLFN RQ 32.” 7KH LQWHUIDFH ZLOO XSGDWH

&OLFN RQ 3'RZQORDG" $ ILOH FDOOHG B¥XBRIHW W ISIHP 1 L.
certificate issuer when required. When you receive the final certificatetfimimsuer, install
it by choosinJ 3, QVWDOO D VLIQHG FHUWLILFDWH GLUHFWO\
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452 QoS

Quality of Service (QoS) is an advanced feature that prioritizes internet traffic faredjmpis
to minimize the impact of busy bandwidth. It must be supported bygttiteh/router being
used.

4.6 Security

Security configuration includes three submenus: User Seftidgéne Users, and Block &
Allow lists.

4.6.1 User
Go to Network” AUser” to access the following interface.

Adding a user:
Click on the 3Add " button to popup the 3Add user dialog box.
Input the username, password and confirm the
password.
Set the user type. 3 user types are available:
A. Administrator +Can perform all action and
settings on the camera.
B. Advanced userCan view and configure the
FDPHUD H[FOXGLQJ WKH 38VHU $FFHVV™ VHFWLRQ
C. Normal User+Can only view the live image
and cannot configure.
At this stage, you can also bind a MAC address for the user. This metathéstiiger will
only be able to connect from a single pre-defined device and his adlidses denied if he
will try to connect from any other device.

&OLFN RQ 32.” DQG 36DYH’
Modify user:

Select the user you wish to modify and click on @R G L 1\~ EAXMbOWfiRafon window
will pop up as shown below.
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You can change the username if required. If you wish to editabewwrd of the user, tick

SPRGLI\ SDVVZRUG  DQG L QS XpasswokdHark! @cafirsiativiva R&Jigw Q
password.

<RX FDQ DOVR ELQG D 0%$& DGGUHVV IRUXWHKH XHFWDR G
&OLFN 32.” WR VDYH

Delete user:

Select the useryd ZLVK WR GHOHWH DQG FOLFN RQ WKHSWO|
ZLOO SRS XS &OLFN 32N" WR FRQILUP

Note: The defaultX VH U 3 DxénRdt Qe deleted.

4.6.2 Online Users

32QO0LQH XVHUV® VHFWLRQ ZLOO DO OR ZnnBckedwbRheYcardeta. X V
Administrator level users can also kick out other users who are currenthgated to the
camera.

Go to Network” A32 Q O L Q HtBactess\Whe following interface.

You can view the IP address, port, username and user typeouskd tonnection.

7KH 3. LFN 2XW" EXWWRQ ZLOO NLFN RXW WK HVR&OW@i&HW H
Click on it for the relevant user and confirm the prompt message.
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Important Note: once the user is kicked out, the IP address used for comediibe
blacklisted. Therefore, the device used for connection will noblesta connect to the
camera until the IP address will be manually removed from the Idtackli

4.6.3 Block and Allow Lists

3% ORFN DQG $0O0ORZ" OLVWYV BO@ PAMAR Kattresses! thatVwiR bE U F
allowed or denied for connection.

2QFH D 2% ORFN" OLVW LékcépUtHeDhdtked ddvice® will ey allbwed to
connect to the camera.

2QFH DQ 3$agxraiedll Hewices except the allowed devices will be bldcéed
connecting to the camera.

Go to Network” A£Block and Allow Lists to access the following interface.

The lists can be based on IP Only / MAC only / Both IP and MAC heget

Enable the filtering you wish to activate. For the demonstration, we willleshaith IP and
MAC filtering, so the instructions below are true for both.

1) Choose the type of list you wish to create (block or allow)

2) Input the IP/MAC address you wish to add to the list

3) Set whether the input is IPv4/IPv6/MAC address

4) Click on add.

5) If you wish to add more than one address, repeat stages 1-4

6) 2QFH ILQLVKHG FOLFN 36DYH"™ WR BbieQhdlistee VDYH !
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4.6.4 Security Management

36HFXULW\ ODQDJHPHQW  $0O0ORZV WKH XB\HINGWrBtettiGh& D Q |
layers and rules.

36HFXULW\ 6HUYLFH" HQDEOHV D PHFRBPIQQY FE R\XIHA VOLR
wring attempts. Releasing the camera from a locked state is by waititmckhduration or
hard rebooting the camera. This mechdi SURWHFWY DJDLQVW 3% UXWH

4.7 Maintenance

Maintenance includes 4 submenus: Backup & Restore, Reboot, UpgthOparation log.

4.7.1 Configure Backup & Restore

Backup and restore atsVHG WR VDYH WKH FDPHUDTV FR@keineUDV
FDPHUDYTV FRQILIXUDWLRQ ZDV FKDQJABQRUIXKBDW LRXY 1
cameras to beinformed 7KLV VHFWLRQ DOVR DOORZV \RX WR
factory default with some exceptions.

Goto 30D L QW HAR B&lkptnd Restoré

x Importing Settings: If you have a configuration file and you wishimport it to the
FDPHUD FOLFN RQ 3EURZVH  DQG FKRRVH WKH UHOHY
After choosing the file dL F N IR@resettingy” DQG ZDLW IRU WKH SURF]|
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x Exporting settings: If you wish to export the configuration settings ofdingera click on
3([SRUW"™ &KRRVH WKH ORFDWLRQ RQ RRXRQ3%2 D QGBGRW
the file on the desired location.

x Loading factory default: Ifdr any reason you wish to restore your camera settings to
IDFWRU\ GHIDXOW \RX FDQ XVH WKW IRDR\D GR XH FIDXD WD
configuration that will be saved:

o Network Config: Will save all the network section configuration
0 Security Configuration: Will save all the security section confitjoma
o Image configuration: Will save the image section configuration.

4.7.2 Reboot Device
Goto 30D LQWHA B € EWdsee the interface as shown below.

In order to reboot the IPC click on the rebédd@ H E R R W “artel XoNWhRH@ pop up prompt
message, then wait for the reboot process to finish.

<RX FDQ DOVR VHW D VFKHGXOHG UHE® th&tim& pdridd & H
time for the reboot. You can choose a day of the week wherlibet will automatically take
place or you can set it to happen on a daily basis. The rebootwailt on the specified day
and time.
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4.7.3 Upgrade
Goto30DLQWHARBQEBWH  WiReRaSdh shiwnHbelow.

1.ClicN 3% URZVH" EXWWpdefk. VHOHFW WKH
& O IUFSN) U Dh@ttdn to start the upgrading process of the IPC.

3. The device will restart automatically once completed.

4. Depending on the update release note, the IPC configurationresght

Notice:
1) You must not disconnect to PC or close the IPC during the degueocess to
prevent permanent damage to the camera.
2) 7KH FDPHUD XSGDWH ILOH LV 785 WKH 37857 ILC

5 Mobile Surveillance

This IPC supports mobile surveillanfrem internet browsers and iOS/Android mobile
phones using Provision6 51V DSSOLFDWLRQ 33URYLVLRQ &DP °

5.1 Network Configuration

z Accesgshedevice via LAN

Step 1:Connect device via a wireless router. Then checkmark DHCP motluter and
device to automatically acquire IP address or enter the IP addresdlynanua

Step 2 Use WIFI function on your mobile phone to connect the wirelaggro

Note: Make sure your phone network and device network are on theame network
segment on LAN.

Step 3:Add the IP address and port in the mobile phone surveilldiere.c

z  Access the device via 3G network

Step 1:Set the device network. Please enter Main M@&Betup/ANetwork tab.

If you use PPPOE to connect the device, please enable PPPopw@nasiErname
and password received fromyou63 LQ QHWZRUN WDE 7KHQ FOLFN
Main MenuAnformation/ANetwork tab to see the IP address. If you want to utilize
dynamic domain name, please apply for a domain name in a D& sepported by
the device.
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If you have a static WAN IP address, please enter Main M&etup/ANetwork
tab to input your IP address, gateway, and port.

If you use LAN IP address, please enter Main Mé&&etupANetwork tab to
input your IP address, gateway and port and then forward |Psadaind port number in
virtual server setup of the router or virtual server(If aweenabled the UPnP function
in both the device and router, you can skip this step). Port forwaseitigg may be
different in different routers and servers. Please refer tdifeX WHU V PDQXDO
After you forward your LAN IP address and port, please check the WANdFssof
the router or server.

Step 2 Add the WAN IP address or domain name in mobile phone suncslieient.

6 Q&A

1. Q: How to find my password if | forget it?

Ay The default usernameV 3SDGPLQ" DQG WKH GHIDXOW SDVVZ]

,] \RX KDYH FKDQJHG WKH SDVVZRU @re$3Qa&l h&dXth& D Q

physical reset button on the camera (If available) or use the IRddaro reset the

camera to factory default as follows:

A. Open the IP Manager and locate the required camera.

B. Click on the camera line in the IP manager.

C. Input the MAC address of the camera into the restore window (The MAC address
of the camera will appear in the op part of it:

D. &0OLFN RQ 35HVWRUH" DQG ZDLW IRU WIKWD@®HVVDJ
E. Disconnect the camera from power and reconnedttiin 30 seconds.

F. The camera will boot up in factory default.

Default IP: 192.168.226.201

User name: admin

Password: 123456
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2. QuThe IPC fails to connect devices through IE browser, why?
A: Network cable is not connexdwell. Please check the connection and make sure it is
connected securely to the camera.
B: IP was not assign&d an IP.

C: Web port number has been revised: aotanadministrator or use the IP manager to
get the correct port number.

D: If none of the above worked, recové¥ K H ,&filMsetting by using the physical
reset button on the camera (Press and hold if available) orthginB Manager to reset

the camera to factory default.

Note: Default IP: 192.168.226.2&Imask number: 255.255.255.0

3. QulP tool cannot search for devices, why?

A yit may be caused by the anti-virus/firewall software on your ceenpBlease disable
it and try to search device again.

4. QulE cannot download ActiveX control. How can | do?

a. Your |IE browser probably set to block ActiveX controls. Pleadernpe the
following steps:

Open IE browser. Click Tools-- QWHUQHW 2SWLRQV«

Select Security----&XVWRP /HYHO« BHIHU WR )LJ
Enable all the sub-optionKQGHU 3$FWLYH; FRQW URXONMHID G RS
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Fig 4-1 Fig 4-2

Click ok to finish setup.
b. Other plug-ins or anti-virus blocks ActiveX. Please uninstall or clasa.th

5. QuNo sound can be heard, wy?
A y Audio input device was not connected. Please connect and try again.

B: Audio was not enabled in the live view interface. Please chechkWHO item to
enable this function.



